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« ME|Y (Reliability)
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A>T E O ME|H(reliability)
SHAO| A CH3H S0 M2 Hetstn Lptel
Jtof chBh Al 4 Qe

+ 2ZEQOV} ZolE H5H
ES HIEXNMOZ OIE0] W £ 9l
- =

7E:|J_—'|-EE - 11— = T A=
« "a measure of confidence that the software produces accurate and consistent
results, which are repeatable under low, normal, and peak loads in the intended

operational results”
X D. S. Hermann, Software Safety and Reliability, IEEE Computer Society Press,

2000
© 2|7 LR 2TEY 07} AR BI|HA SN 27|H
7|7t SOFALBAF QAR MAIE 7|5S HEXO 2 28 Al &
sholm, YEHY QU &S 4 Qs ATELO] 53
- A ATEQ 0 AZA SR A7 HEEAT|SHS|, 2012

» M (+E) 2 &
EdA o Ue 22 )

"The ability of the system to deliver services as specified.”

X Sommerville, : Software Engineering 10t edition, 2016
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2 (Defensive Programming)
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EE Ol5fi5t7| A A&

a1 o

5 l20|LE ALS A} BHS Ol = B3t m o)A THsStEE

« MISRA C/C++ (Motor Industry Software Reliability Association)
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MISRA-C

A

MISRA C:2012

Guidelines for the use of the
C language in critical systems
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MISRA (Motor Industry Software Reliability
Association)

2O olH|L|= AlAEI0| BHEO|A SW o o

(Safety), E?_P (Secunt) Ol&!)H (Portabilit ),O.*_IEIJS
(Reliability) = =0|7] &gt

ST TEX S0} 00| oLz, 2FAB, £ 4l

| (@) O
Or SlZ7171, 2220 S tH&et 2 0ro| 280| |
—_Il— JV\I:I
A&H 2™ E 5t US.

« MISRA C:1998

« MISRA C:2004

« MISRA C:2012

« MISRA C:2012 Amendment 1 (2016)
« MISRA C: 2012 Addendum 2 (2018)
« MISRA C:2012 Addendum 3 (2018)
« MISRA C:201X

« MISRA C:202X
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SW AlZ|MHES 28t HAE =2
— — I . —— O TI
© HAE
- 29l H|AE (Validation Test) : 282 ZAs2 AH= Z{0| Ot
« @8 HAE (Defect Test) SHE2 232 3= AQl.
. BE A o
« MA H|AE (Static Analysis, Static Test) : I = O] A&
- ZE AAE NZA
. AIoHA|7I-QE 25 (HEHLHEZ2L, divide by zero, )
« ™ HAE (Dynamic test) : ac ol
« AL AHWME (Code Coverage)
=8 AHE|X| 220 HW Lf IE 4 o7
=7 AHEX]| 3lE 27|22 2718 24 o7
MC/DC (Modified Condition/Decision Coverage) : S &H B30 (12 D=

c TEIY Y2 HE o
« Black Box test
* White Box Test
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At :http://hackaday.com/2015/10/26/killed-by-a-
machine-the-therac-25/
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Thera-25 At
AECL HIAFM OF X| 27|
19821 SW LiEH MO 25 X = AMH[A JHA|
1985 ~ 19874: 6HHO| A0
3F AL
« XAMEES XLpstE XMO| eI B E
SW F= Q1HO| 40| & & At

(©)
+ 4£mEYojo] S| TSt FESH £40| GO| SHEOf ATFA

SW 23}0| Safety 7jEd = ¢

. AmEQ0f Lo Lo 2 0[0jX| & o2/ BT} 8le

« Software Engineering 10t edition, Ion Sommerville, 2016
Reliability # Safety

« B 100% dE[ds 7HT A|IAE2 0] EEE.

IEC 61508 XH|H

« Functional safety of electrical/electronic/programmable electronic
safety-related systems
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SW OFM M (SW Safety)?

SAFETY FIRST
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A AE OFM ] (Safety) ™9

*  Freedom from those condition that can cause death, injury, occupational
illness, or damage to or loss of equipment or property ‘to the environment

X Air Force System Safety Handbook, 2000, MIL-HDBK-336B

L olXN

O - -

«  Part of the overall safety that depends on a sKstem or equipment operating
correctly in response to’its inputs, including the safe management of likely
operator errors, hardware failure and environmental changés.

X Focus Topics: Functional Safety, TUV SUD, 2016

7|

Safety-critical (2HH &=, I, AT FH) 2

« A term applied to a condition, process or item of whose proper recognition,
control performance, or tolerance is essential to safe operation or usg; e.q.,
safety, critical function,, safety critical path ..

X Air Force System Safety Handbook, 2000

— o .

AZEQ 0] QHTY :

ST EQO A|AEO] S (H &, A2l Tt &) 8i0|

« AIZEQO o AILRE HYLE 0|Ns F7 Gle Bk
¥ Software Engineering 10t edition, Sommerville, 2016
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[EC 61508

. 7|= obH
O - L
- E/E/PE QP ZtEH A|AHQ| Fe2ot 7|5, CHE 7| oHd
Automation [l IEC 61800-5-2 23 A|AE 0 QRO 2 A4 ZH[0f o|ESH= A|
IEC 61513 ' Electrial Drives N
Nuclear Sector Sector : EEER O-I a'lél-xjol- Eltl 9_|_|- X'”g'IXEHOg-Ongl% X-" Ol'E Alﬁ% 'T'Ll-E|_:|
E|_| T L 7(|_-||_|-—||_| |_|J(|_-I
, - AREH 78 A" 2 HA AHY|S0|E Ol 8L /S
EN 50128
Rail ~ e}
App?ilc‘;vlailgns . IEC 61508 | * OI_l-xl_ gl%:' _|_7| %I- R |
| « IEC 61508 O A H = | (risk)
‘ - o 22 stA =Y (Zero risk can be never reached)
« OHHZ2 JHE 7|2 H & 00 g

IEC 61511
Process
Industry

IEC 50156 « O|E2L|X| Y= QAL =0{0f SIL}.

[ .
Furnaces L Tlow

- Safety integrity level (SIL)
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ISO 26262:2011

« B X
— 1
© ASA ZOFU|A oHE g 7| (2], 7hE, A,
=3, MH|&, H 7)) & H&otH O|2{gt dF 7|0
N 2dots 28 AEHEIS XM M=
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Gatnbded
SO0 10N ANd MAanaotmert 01 Sakty Teqummerts TT ConTanncn in B use 01 50 Ewar0 1001
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Ofhardware componerts
14Proven inuse argument
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Co-ed 0! s 1 yses 1
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2018 Of| A C|O}O| A &

7:", __I.I.'c'>':| ESt A= 3ol &AF E (

Ly Oodr ™o | L oo ©
ASIL (Automotive Safety Integrity Levels) X|&
RHSAF B QI3 7|6t 24

ASLL 8 0|8810] 48 & S A HER THY

THE S0t 518 Jhsth e d Bds =l X
e K e —e
22 flot aFAY Hs

« HT3 YUY
« 20094 7E : oA HEE E2|Z=E H{|IE (dis)
- 20114 49 A= 2X BEZ Z|ZE H|Z(FDIS)
« 20114 11¥ :Partl ~ 9 2/ BEZTOZ oA
« 2012 8& : Part 10 =X EFC=E =M

42018'5 38 :2nd OfC|AM HY|E (ZAIH|E 12%1?3



Verification and Validation (ISO 26262)

2018-9-13

Verification(AZ) : 2HI2 A BHE D = I}
7

Validation (2t91/Z4 M) : SHIE AS 0

29292 0S| 40 MaIn1enQ — | aunbig

1. Vocabulary

2. Management of functional safety

Core processes

Iummm | ’asqmmmmm I [27 Safety management afer relsase for |
———————————————————————
3. Concept phass 4, Product development: system level and operation
la-smmmm Yo N— | 11 Release for Produciion
10 Functional safety Operation, service
[:-l Initigtion of the safety lifecycie a; e (meintenance end repakr, snd
decommission!
3.7 Hazard analysie and riek 49 Suley valiation
assessment
| a8 wom intograi
[3-8 Functional safety | |
i P 5. P & 6. P
ha
ment dev re level
. re
5-7 Hardware d -7 design
5-8 Hardware it designand
goal &'J‘e o unit testing
wmu integration Software integration and
r‘%mmuon of software safety|
8. Supporting processes
8-S Interfaces within distributed d 40 Documentation
11 Qualification of software tools
12 Qualification of software

13 Qualification of hardware com)|

14 Proven in use ent

9. ASIL-oriented and safety -oriented analyses

I 14
9-8 Criteria for coaxistence of slements | wﬂ

10. Guideline on SO 26262 (Informative)

2018 Of| AI|C|O}O] A A
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This Car Runs on Code

It takes dozens of microprocessors running 100
million lines of code to get a premium car out of the
driveway, and this software is only going to get more

complex

- MUY REA SARE EZLLE (1977)
« AR A LHICIE AZEQOT LYEE XtS K}
« ECU E 0|80t TAHY Hat AlZH H|Of
- 50,000 2}QI9o| A~ EQ|0f (1981)

« F-22 Raptor : 1708 2}Ql

 F-35 JSF (Joint Strike Fighter) : 5702t 2}90I

Posted 1 Feb 2009 | 5:00 GMT
By ROBERT N. CHARETTE

» JSF C++ Coding standard
. HO9l 787 : 6500t 2}l

The avionics system in the F-22 Raptor, the current U.S. Air Force frontline
jet fighter, consists of about 1.7 million lines of software code. The F-35 Joint
Strike Fighter, scheduled to become operational in 2010, will require about
5.7 million lines of code to operate its onboard systems. And Boeing’s new 787
Dreamliner, scheduled to be delivered to customers in 2010, requires about
6.5 million lines of software code to operate its avionics and onboard support
systems.

These are impressive amounts of software, yet if you bought a premium-class
automobile recently, “it probably contains close to 100 million lines of
software code,” says Manfred Broy, a professor of informatics at Technical
University, Munich, and a leading expert on software in cars. All that software
executes on 70 to 100 microprocessor-based electronic control units (ECUs)
networked throughout the body of your car.

AlfredeIiatzenbEéch. the director of information technology management at

« HI= S-Class: 1< 2}¢l
« ECU £~:100

HEXI +=:5

7|0|= &0l : 20t

OS #=: 10+

H| & : TH H[E2| 50%

- HE2t EEAH (2008), 2 & S (2012)
- AZEQO 8o MZ2 ¥4
- 2|52 7|E AREH A|AHO| REQ| 7|5 H O
- AZEQ O YHO|EE 3G SAYS=Z
- HI S
c MER 7[5 BHM
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A2t AT EL0] 1 {22 A|LH
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H=2t EEAH (2008), 22 S (2012)

AZEQ0| B8Ol 2L Al

2= 7|0 HEE AAHO| Cf5Eo

715 ®of

AZEQOf H0|EL 3G ML=
. |:|-| 7(
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§$ 7| Ebx

i—E%ICH 7|8 TRpA] oHe E 2|l

A 2 E P85D (2014) : Mel =48l D E
f0|0| EJE 103 x CH 2 =&,

« E2| HHE V-12 QX O|o

e 69103, 3.1 X0 60MPH 7}

« LEH %%é} https://youtu.be/9cAldoO 9h8
A MZEAE AZEQN 7| Y
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AT EQ|0 EOtA (Security)

. AZEQ 0| HOkY

+ A% EE 10/0] 9| HYUORNE AIAHS HBE & s 58
» The ability of the system to protect itself against accidental or
deliberaté intrusion.
X Software Engineering 10t edition, Sommerville, 2016.
« AIZEQ|0 EQHSoftware Security)9| CHE H9]
. AEEQO7 EEEID Yk HYH(HOrOFE)S| e
+ AZEQ0| Boto| off e
- HMZ4o| FfFS =0{0F
- F|ofHel RAeI0| k= HettEE S0{0fF 2
- Z272)% 9l0fo| o|0|20| FSHX| 0, BEE HOHAFO| EXY
e ZZAXE MEZES HOIFMS X|&HMOZ Aot T, 0|2 &2 hs
B0l HE TG Song e ag - o8 BEee A
R o)
oMY ﬁ% = GO 0| ot Hol7t erhEl EelQ
H=Aa= o
+ o) SQLHYUBH, HEHeHER 37 5
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o HOIOFM (\Weakness)

2Kl o2 2A8IIssH HI
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Software Weakness (& OFQtX)

HororHolgt, AZEQ0 Lo U=
1L 2ZEL o, 2, @A #Z0| Lh2Z =
2. Bug, flaw, fault, error, mistake.
- cwe.mitre.org

QHICIE SW & (58] AHSAHE) HOHEO| G175

TOP 25

MOST DANGEROUS
SOFTWARE
ERRORS

VV WE CU/SS. |CVY/RAEF

2018-9-13 2018 O AL C|O}O| A A A
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Software Vulnerability (F|2F™)

%|OE 0|2, AZEYOf Liof Ui

AN L—

1. Bug, flaw, error, mistake, weakness (EQt2tH) © =

N

3. Ao HEEES QIEEH &,

SAX7E 0| 2|2t weakness Off M2 oG

- wikipedia.com

EHICIE 2ZEQN & (59| A4t 8) B2 F9d A4S

ulnerability
* Database

nvd.nist.gov

2018-9-13 2018 0| A I C|OIO| A AHAA

In computer security, a vulnerability is a weakness which
allows an attacker to reduce a system's information
assurance. Vulnerability is the intersection of three
elements: a system susceptibility or flaw, attacker access
to the flaw, and attacker capability to exploit the flaw.[1]
To exploit a vulnerability, an attacker must have at least
one applicable tool or technigue that can connect to a

system weakness. In this frame, vulnerability is also
known as the attack surface.
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MISRA-C 2012: Amendment 1

A

MISRA C:2012 Amendment 1

Additional security
guidelines for MISRA C:2012
April 2016

201I8-9-13

« MISRA C:2012 0 MISRA 7}O|E2}QI0| A QT1&}

= Al E|E| AHHE

S mg

A& Zgote ARO 2EE

« MISRA Z2Z2 02| A 7I0|ECICIO RE= FE A
o z2hdE 7HA| 2 /=S

« O|2§j MISRA C 7}0|E2}Qlo| "takM i} 2 X|st

- = 710|E2tRlE E&SIH /A= HOoF F 4
= IMAAIZ = = 39 SAZ O = UA 5
=. Eot AEE OF 7] Holr #2| HoHA 3
=

e 147|110 Ml2& C 2 & = :ISO C Secure 70| Ez}
oA S2AISH= AlRE[El 23 E0FE HH

« A2 E| FYEp 2HAHO| /U= AME/S = QU=
| O] B (untrustworthy data) 0f] 2&H =l 0|2 X|
Sk
1

2018 Of AL|C[O}O] A FA
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SAE J3061

« SAE : Society of Automotive Engineers
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"Those who will be able to
conquer software will be able
to conquer the world.”

-- Tadahiro Sekimoto, president, NEC Corp.




