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{New AIAG VDA FMEA Whitepaper
\/
%* The 7'Step Approach : Improvements, Benefits & Financial Impact of the AIAG & VDA FMEA Handbook-AIAG /2019)

System Analysis Failure Analysis and Risk Mitigation

1st an 3rd 4th 5th 6th 7th

Step Step Step Step Step Step Step
Planning & Structure Function Failure Risk Optimization Result
Preparation Analysis Analysis Analysis Analysis Documentation

% Enhanced FMEA Planning & Preparation

- (FMEA) Project identification

- Project plan: inTent, Timing, Team, Tasks, Tool (5T)

- Analysis boundaries : What is included and excluded from the analysis
- Identification of baseline FMEA with lessons learned

- Basis for the Structure Analysis step

/

% Increased Criteria Specificity

- More specificity in the criteria to determine levels for Severity, Occurrence, and Detection ratings.
- Action Priority (AP) replaces RPN (Risk Priority Numbers).
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<+ 7|& VDA, AIAG FMEA Cjt| 20| : & S0 EH 45| A2 242 O,
Analysis (5step) »
Definition dea;qres Implementation Communication
o wllc o - A= ecision
5 .a .9 .ITI E .G c oa .E
e3> L8> E5 2
5 ®© c © = © o © =
ccl|lsc|llfcsllctE|la”
B<||2< < <|lo

l-lA‘\sm
'|st an 3rd 4th

Step Step Step Step

Failure Risk

Analysis

Function
Analysis

Planning &
Preparation

Structure
Analysis

Step

Hth

Step

vzmlm

7th

Step

Documentation

X 7 780N\

. . Identity Identify . .
DRI PR Functions, Potential Identnfy Identnfy Identify || Identifying and Recqmmended
the the . . Potential || Potential 4 . Actions and
Requirements, Failure Controls || Assessing Risk
Scope || Customer e Effects Causes Results
and Specification || Modes
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1. AIAG-VDA FMEA Handbook 27

System Analysis

an

Failure Analysis and Risk Mitigation

Risk Communication

7th

’IST

3rd 4th 5th 6th

Step Step Step Step Step Step Step
Planning & Structure Function Failure Risk Optimization Result
Preparation Analysis Analysis Analysis Analysis Documentation

(B ) 7N\

i () a4

v v v

System Analysis

Planning & Preparation

Structure Analysis

Function Analysis

Project identification

Visualization of the analysis scope

Visualization of functions

Project plan: inTent, Timing, Team, Task,
Tool (5T)

Structure tree of equivalent: block diagram,
boundary diagram, digital model, physical
parts

Function tree/net or function analysis form
sheet and parameter diagram

Analysis boundaries: What is included and
excluded from the analysis

Identification of design interfaces,
interactions, close clearances

Association of requirements or
characteristics to functions.

Cascade of customer (external and internal)
functions with associated requirements

Identification of baseline FMEA with lessons
learned

Collaboration between customer and
supplier engineering team (interface
responsibilities)

Collaboration between engineering teams
(systems, safety, and components)

Basis for the Structure Analysis step

Basis of the Function Analysis

Basis of the Failure Analysis step
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1. AIAG-VDA FMEA Handbook 7}

Failure Analysis and Risk Mitigation

Risk Communication

Failure Analysis

Risk Analysis

Optimization

Results Documentation

Establishment of the Failure
chain

Assignment of existing and/or planned
controls and rating of failure

Identification of the
actions necessary to
reduce risks

Communication of results and
conclusions of the analysis

DFMEA

Potential Failure Effects,
Failure Modes, Failure Causes
for each product function.
FMEA-MSR

Potential Failure Cause,
Monitoring, System Response,
Reduced Failure Effect

DFMEA

Assignment of Prevention Controls to the
Failure Causes

Assignment of Detection Controls to the
Failure Causes and/or Failure Modes
FMEA-MSR

Assignment of a Rationale for Frequency
Rating

Assignment of Monitoring Controls
Analysis of Provisions for functional safety
and regulatory compliance

Assignment of
responsibilities and
deadlines for action
implementation

Establishment of content of the
documentation

Identification of product
failure causes using a
parameter diagram or failure
network

DFMEA

Rating of Severity, Occurrence and Detection
for each failure chain Evaluation of Action
Priority

FMEA-MSR

Rating of Severity, Frequency and Monitoring
for each failure chain Evaluation of Action
Priority

Implementation of actions
taken including
confirmation of the
effectiveness of the
implemented actions and
assessment of risk after
actions taken

Documentation of actions taken
including confirmation of the
effectiveness of the implemented
actions and assessment of risk
after actions taken

Collaboration between
customer and supplier (Failure
Effects)

Collaboration between customer and supplier
(Severity)

Collaboration between the
FMEA team, management,
customers, and suppliers

regarding potential failures

Communication of actions to
reduce risks, including within the
organization, and with customers
and/or supplier as appropriate

Basis for the documentation
of failures in the FMEA form
and the Risk Analysis step

Basis for the product or process Optimization
step

Basis for refinement of the
product requirements and
prevention and detection
controls

Record of risk analysis and
reduction to acceptable levels.
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1. AIAG-VDA FMEA Handbook 27H

% Product General Evaluation Criteria Severity (S)

Product General Evaluation Criteria Severity (S)

Potential Failure Effects rated according to the criteria below

S Effect Severity criteria

10 Affects safe operation of the vehicle and/or other vehicles, the health of
Very driver or passenger(s) or road users or pedestrians.
High

9 Noncompliance with regulations.

3 Loss of primary vehicle function necessary for normal driving during

expected service life.

High

7 Degradation of primary vehicle function necessary for normal driving

during expected service life.

+ Warning®| 59 27| S10] AlX| Afsfjof] BE Effect= S10
(Safety is 10 regardless of warning, and 9 is regulatory).
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| 4

% Occurrence Rating

O describes the occurrence potential of the failure cause during the lifecycle of the vehicle, taking
into account the associated preventive action.

In the preventive preparation of the FMEA, O-value expected according to the current state of
knowledge is assessed before the execution of the detection actions.

After the application of the detection action during development and verification of the
effectiveness of the preventive actions, the O-evaluation is either confirmed or corrected according

to the result of the detection action.

The Occurrence is the likelihood that a specific cause/mechanism will occur resulting in the failure

mode within design life.

The Occurrence rating describes the potential of the failure cause to occur in customer operation,

according to the rating table, considering results of already completed detection controls.
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1. AIAG-VDA FMEA Handbook £7Hi

4
% Occurrence DFMEA
Occurrence Potential (o) for the Product
Potential Failure Causes rated according to the criteria below. Consider Product Experience and Prevention Controls when
determining the best Occurrence estimate (Qualitative rating)
Prediction N
. . Ime base
o) ochallure Occurrence criteria — DFMEA In?;c:;nst/svzﬁircﬂoo Failure Cause
o ause Prediction
ccurring
First application of new technology anywhere without operating
experience and/or under uncontrolled operating conditions. No T
10 Extremely Product verification and/or validation experience. ;;Ousaﬁjr Every time
high Standards do not exist and best practices have not yet been ’ Y

. . g >/=1in 10
determined. Prevention controls not able to predict field

performance or do not exist.

First use of design with technical innovations or materials within

the company. New application or change in duty cycle/ operating
9 conditions. No product verification and/or validation experience. 20 per thousand, Almost every

. . . - 1lin 20 time
Prevention controls not targeted to identify performance to specific
requirements.

Very high | First use of design with technical innovations or materials on a new

application. New application or change in duty cycle/ operating
3 conditions. No product verification and/or validation experience. 20 per thousand, More than once
Few existing standards and best practices, not directly applicable for 1in 50 per shift
this design. Prevention controls not a reliable indicator of field
performance.

* Note: O 10, 9, 8, 7 can drop based on product validation activities.
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s Detection DFMEA

Detection Potential (D) for the Validation of the Product Design

Detection Controls rated according to Detection Method Maturity and

Opportunity for Detection.

D Aglélttg/c:o Detection Method Maturity Opportunity for Detection
10 Test procedure yet to be developed. Test method not defined
9 Very low | 105t method not designed specifically to detect failure Pass-Fail, Test-to-Fail, Degradation
mode or cause. Testing
3 New test method: not proven. Pass-Fail, Test:ljto;lfall, Degradation
Low esting
7 Proven test method for verification of functionality or Pass-Fail testing
validation of performance, quality, reliability and .
6 durability; planned timing is later in the product Test-to-Failure
Moderate | development cycle such that test failure may result in . _
5 Degradation Testing

production delays for re-design and/or re-tooling

1"
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% Action Priority DFMEA - High, Medium, Low

Priority High (H):

Priority Medium (M):

Priority Low (L):

Highest priority for review and action. The team needs to either identify an
appropriate action to improve Prevention and/or Detection Controls or justify

and document why current controls are adequate.

Medium priority for review and action. The team should identify appropriate
actions to improve prevention and/or detection controls or discretion of the

company, justify and document why current controls are adequate.

Low priority for review and action. The team could identify actions to improve

prevention and/or detection controls.
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% Action Priority DFMEA & PFMEA - High,

S9-10 S7-8 S 4-6
8-10
6-7 I
(0] = 0]
4-5 -
2-3 -—
14
L A L - JL D

D

S2-3 S1
0] (0]

D D
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0:0 Draft VerSi0n9-| 1—1% § Feed baCk _ VDA <FMEA Alignment VDA and AIAG - VDA QMC /February 2018>
DFMEA PFMEA D&PFMEA
Question 1 2 3 4 1 2 3 4 1 2 3 4

Introduction 0 0 0 10 0 0 0 12 0 0 0 22
Basis of FMEA 0 0 0 10 0 0 0 12 0 0 0 22
External and Internal Reg. 0 0 0 10 0 0 2 10 0 0 2 20
Demand for Action & Timing 0 0 0 10 0 0 3 9 0 0 3 19
Definition and Description 0 0 0 10 0 0 1 11 0 0 1 21
1st Step: Scope definition 0 0 2 8 0 0 2 10 0 0 4 18
2nd Step: Structure analysis 0 0 2 8 0 0 1 11 0 0 3 19
3rd Step: Function analysis 0 0 4 6 0 0 3 9 0 0 7 15
4th Step: Failure analysis 0 0 0 10 0 0 0 12 0 0 0 22
5th Step: Risk analysis 0 0 2 8 0 0 5 7 0 0 7 15
6th Step: Optimization 0 0 1 9 0 0 2 10 0 0 3 19
Annex 0 0 1 9 0 0 5 7 0 0 6 16
Rating chart: Severity 0 0 1 9 0 0 2 10 0 0 6 16
Rating chart: Occurrence 0 0 1 9 0 0 5 7 0 0 3 19
Rating chart: Detection 0 0 0 10 0 1 3 7 0 1 3 17
FMEA Spreadsheet & Rep 0 0 1 9 0 0 3 8 0 0 4 17

Percentage 0% 0% 9% 91% 0% 0% 19% 80% 0% 0% 15% 85%

Question 1 | I don't get it

Question 2 | I understand partially, but would need some help in application

Question 3 | I understand the major concepts, but have some questions on the details

Question 4 | I get it, it is clear
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0:0 Draft VerSi0n9-| 1—1% § Feed baCk _ AIAG <FMEA Alignment VDA and AIAG - VDA QMC /February 2018>
DFMEA PFMEA D&PFMEA
Question 1 2 3 4 1 2 3 4 1 2 3 4

Introduction 0 0 0 11 0 0 2 16 0 0 2 27
Basis of FMEA 0 0 0 11 0 0 1 17 0 0 1 28
External and Internal Reg. 0 1 2 7 0 0 3 15 0 1 5 22
Demand for Action & Timing 0 0 2 10 0 0 2 15 0 0 4 25
Definition and Description 0 0 3 8 0 0 3 15 0 0 6 23
1st Step: Scope definition 0 0 4 7 0 0 5 13 0 0 9 20
2nd Step: Structure analysis 0 3 6 2 0 1 7 10 0 4 13 12
3rd Step: Function analysis 0 5 5 1 0 7 8 3 0 12 13 4
4th Step: Failure analysis 0 2 8 1 0 1 6 10 0 3 14 11
5th Step: Risk analysis 0 1 5 4 0 1 3 13 0 2 8 17
6th Step: Optimization 0 1 5 4 0 1 1 15 0 2 6 19
Annex 0 0 1 3 1 1 2 11 1 1 3 14
Rating chart: Severity 0 1 3 6 0 0 7 10 0 1 10 16
Rating chart: Occurrence 0 1 3 6 0 0 8 9 0 1 11 15
Rating chart: Detection 0 1 3 6 0 0 4 13 0 1 7 19
FMEA Spreadsheet & Rep 0 2 3 1 0 1 4 9 0 3 7 10

Percentage 0% 11% 32% 58% 0% 4% 24% 72% 0% 7% 27% 66%

Question 1 | I don't get it

Question 2 | I understand partially, but would need some help in application

Question 3 | I understand the major concepts, but have some questions on the details

Question 4 | I get it, it is clear
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% Draft version2| A8 < Feedback - VDARAIAG <FMEA Alignment VDA and AIAG - VDA QMC /February 2018>
VDA-DFMEA AIAG-DFMEA
Question 1 2 3 4 1 2 3 4
1st Step: Scope definition 0 0 2 8 0 0 4 7
2nd Step: Structure analysis 0 0 2 8 0 3 6 2
3rd Step: Function analysis 0 0 4 6 0 5 5 1
4th Step: Failure analysis 0 0 0 10 0 2 8 1
5th Step: Risk analysis 0 0 2 0 1 5 4
6th Step: Optimization 0 0 1 0 1 5 4
Question 1 | I don't get it
Question 2 | I understand partially, but would need some help in application
Question 3 | I understand the major concepts, but have some questions on the details
Question 4 | I get it, it is clear

- VDA 7|tto| FMEAS £
. AIAG 7|Ht9| FMEAS
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< New DFMEA Standard Template O|&

Design Failure Mode and Effect Analysis (DESIGN FMEA)
|PLANNING & PREPARATION (STEP 1)
Company Name:

a4l

Acme Automotive Subject: PX123 Upper Jacket

DFMEA ID Number: 12345

Engineering Location: Munich, Germany b DFMEA Start Date: 19-Mar-2018 b Design Responsibility: S, Gray
Customer Name: Jackson Industry N DFMEA Revision Date: 25-Sep-2018 b Confidentiality Level: Confidential
Model/ Year/ Platform: 2020 PX123 N Cross Functional Team: See Team List b
CONTINUOUS
STRUCTURE ANALYSIS (STEP 2) FUNCTION ANALYSIS (STEP 3) FAILURE ANALYSIS (STEP 4)
IMPROVEMENT
History/ Change

Authorization
(As Applicable)
(This column is

optional)

1. Failure Effect (FE)
to the Next Higher
Level Element and/or
Vehicle End User

1. Next Higher Level
Function and

2. Focus Element
Function and
Requirement

2. Fail Mode (FM
1. Next Higher Level ailure Mode (FM)

of Focus Element

2. Focus Element

Issue #

Requirement

Severity (S) of FE

Brush card body

transports forces

Window Lifter Motor

Commutation System

Brush Card Base Body

Convert electrical
energy into
mechanical energy
according to
parameterization

Communication
system transports the
electrical current
between coil pairs of
the electromagnetic

between spring and
motor body to hold
the brush spring
systeminx, y, z

position (support

Torque and rotating
velocity of the
window lifter motor
too low

Angle deviation by
commutation system
intermittently
connects the wrong
coils (L1, L3 and L2
instead of L1, L2 and

Brush card body
bends in contact area
of the carbon brush

converter .
commutating contact L3)
point)
RISK ANALYSIS (STEP 5) OPTIMIZATION (STPE 6)
] 5 ©
(o)
S = - a2 |la -
Current Preventi % i | o = DFMEA DFMEA R ible Person's | Target Completi Action Taken with Sle|s|2jEE
rrent Prevention sponsible Person's | Target Completion ction Taken wi
Y Vent 2 ?|[Controls (DC) of FC or| & & ] Y2 X . i : €sp 9 P Status K . Completion Date = S 2 ] Y -2 |Remarks
Control (PC) of FC | @ 5 2| = |g 2| Preventive Action Detection Action Name Date Pointer to Evidence o = @ S g 2o
3 Y] g |5 |E¢ S| 3|z |5|EC
- w 1%] w
g o} S (s}
o o
Sample test:
Simulation of measuring the elastics Final prtaduct test:
. and plastic measuring the current .
dynamic forces on ) Test Engineer
2 |deformation effects 2 L None under worst case dd.mm.yyyy planned 6 2 1L
brush card body acc. . Mr. Max Mueller
on brush card body conditions acc. Test
FEM 6370
acc. test spec spec MRJ1140
MRJ82/60

spid
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B Brush Card Base Body

>

Failure: Window odes not lower
Note Info Assistart e ey & Bruch card body transports forces
Name Rating Attributes User-defined attributes Functional Safety FTA Classffication bet“'een Spring and mOtOf bOdy to h0|d
@) Severity Fa‘mg catalog: VDA 2nd revised edition {updated reprint 2009) - Product FMEA with the beCh Spring S):S[em n xyz }d}r
ailure rates —
o ) position (support commutating contact
B Commutation System
Os M ; point)
Transition anguage |Engish 5 % Commutation system transports the
glectrical current hetween coil naire nf M_Carhon Rruch

& W Brush Card Base Body {1}
& [ & Bruch card body transports forces between spring and motor body to hold the bruch spring system in x.y.z position (sug
&[] & Brush card body bends in contact area of the carbon brush {1}
0=2 D=2 RPN=24 g Initial state 2018-07-02
|— (] Simulation of dynamic forces on brush card body acc. FEM 6370 {1}
|J=-|. L @ Sample test measuring the elastics and plastic deformation effects of brush card body acc. test spec MRJ82/60 {1}
0=2 D=1 RPN=(12) #Revision state 2018-09-14 [5¥ Deadline? (in progress) €@ Responsible?]
L @Final product test: measuring the current under worst case condition acc. Test spec. MRJ1140 {1}

R e I e e e AR AT TS AR

B A Sl S

o [T B LIL Lii) v es miees mearreens Sy a1
T &[] & Brush card body bends in contact area of the carbon brush {1}
| & 0=2 D=2 RPN=24 #Initial state 2018-07-02

I— () Simulation of dynamic forces on brush card body acc. FEM 6370 {1}
L g Sample test measuring the elastics and plastic deformation effects of brush card body acc. test spec MRJ82/60 {1}

e

| —

magnetic field (ratational field)

B Step

2019 SPID CONFERENCE
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D)

* Structure Editor: Window Lifter [System]

v 48 E70| 0|8

¢ 2

Window Lifter Motor

ECU Window Lifter

Failure Net Editor: Window Lifter [System]

Commutation System

Electromagnetic Converter

Connector ECU Window Lifter|

Interface with the ECU Window
Lifter

Brush Card Base Body
Magnet (Neodym)
Amature Shaft
Pole Housing

Magneto-mechanical Converter —— Gear box

& BBrush Card Base Body {1}
3 # Bruch card body transports forces between spring and motor bod) to hold the bruch spring system in xy.z position (support con
& [ & Brush card body bends in contact area of the carbon brush {1)
0O=2 D=2 RPN=24 @Initial state 2018-07-02
‘ F [x) Simulation of dynamic forces on brush card body acc. FEM 6370 {1}
k L @ sample test measuring the elastics and plastic deformation effects of brush card body acc. test spec MRJ22/60 {1}
L@

0=2 D=1 RPN=(12) gRevision state 2018-09-14 [5Y Deadline? (in progress) € Responsible?]

L @Final product test measuring the current under worst case condition acc. Test spec. MRJ1140 {1}
@ & {1}
I

S max=6
Window Lifter

parameterization
Window odes not lower

Raise and lower window according to ——

S max=6
Window Lifter Motor
Convert electrical energy into

Torque and rotating velocity of the

S max=6 ~
Brush Card Base Body

Bruch card body transports forces
between spring and motor body to hold
the bruch spring system in xy.z

position (support commutating contact

mechanical energy (acc. control signal)

S max=6

Commutation System

Commutation system transports the
electrical current between coil pairs of
the electro magnetic converter

lAngle deviation by commutation system

point)

Brush card body bends in contact area of

the carbon brush
0=2 Simulation of dynamic forces on brush...
D=2 Sample test measuring the elastics an...
D=1 Final product test measuring the cur...

window lifter motor too low intermittently connects the wrong coils
(L1, L3 and 2 instead of L1, L2 and 3) S max=6
Carbon Brush
Carbone brush transports electrical
current between carbon stranded wire and
commutator suface
Carbon bruch transports too little
(=3 = S S E3 = AS L
- FMEA FES A2 $HIE5Io ol E = A8 S Soll Bot 291X Q1 FMEASTY 715
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. FMEA-MSR

< Supplemental FMEA for Monitoring and System Response &£ 7|4

HhAS 12 01 E= 12 BETJL Customer OperationS Ot 2 2F £ = A|AEIO| o3l ZHR|=|=7t?

rr

Customer Operation = End-user operation + in-service operation + maintenance operation

F (frequency)= 112 &|= Customer Operational Condition} 10 20| ghAist 715

In
A
rr

1

rio

olo] 247 2

(mm =

M (monitoring)= 14 2 A|AHI HES O

DFMEAO| M Q| ZHA| = 22t 21 FMEA-MSRO||A 2| £ L|E{ &2} Ct2C}, Detection controls= 7HE &
validationO[A 27Are| S=52 YS5tH7| flot HARS| sHE Attt} 0|0] A[A& HA o] L2l
DLEHES| %, validation2 2L E{Z 1} A| AR BEZ0[ | =5t 2 F2iot=4[& YSot7|¢et A0|Ct.
HICHZ FMEA-MSRE| 2L EZ 2 AIY0| S UL 7t 00, 12 2E0|M Ze 44| dsol 2uHde
Totottt 2L EEY 52 ZHEZE 220 Ciet A| AR 8159| ot Has & A2[dS Lottt 0| A2

(@]

otd =8 299 BUH0f 7|0fstil ord S EEot=t AFEE = UL

spid
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2]

= ...

. Mitigated System

< Failure Effect Response

E Can the
failure be
detected in
customer
operation

What happens?
Failure Effect Failure Cause
Why?

DFMEA

Focus Element

spid 21 2019 SPID CONFERENCE
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FM EA-MSR

% Severity 10, 1~99|
A1t(Effect)2| 210

@

@

T2 U Monitoring=CHe| 42 20| w2

Fault occurs Failure Effect occurs

l Malfunctioning Behavior (Failure Mode) l

No hazardous event
(S=1..9

Fault occurs Failure Effect occurs

l Malfunctioning Behavior (Failure Mode) l

Failure Effect leads to
a hazardous event (S = 10)

\ ;

|
Fault Handling Time Interval

Mitigated Failure
Fault occurs Effect occurs

Malfunctioning Behavior Transition

No hazardous event but loss or
degradation of a function.

4 :

Time for detection e Time for System Response

, M =1

»

I
Fault Handling Time Interval

22
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3. FMEA-MSR

< Monitoring0| M=12.2 m7}g|= A<20]|2t SeverityS
2st=l M2 EffectO]] CHgt Severity=2 14| 7=

Original M=10 .
Failure Effect Failure Mode [« Failure Cause
F=3
S=10
. Diagnostic
M|t|gated Monitoring and , i Failure Cause
Failure Effect Failure Mode ~
- System Response F=3
S=6
M=1
Original Monitoring does
Failure Effect not detect the 10%
S=10 failure
M=6 Failure Mode [« FallurFez(SZause
Mitigated Diagnostic
Failure Effect Monitoring and 90%
S=6 System Response

23
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3. FMEA-MSR

* Frequency

D2.2 Linkage between Frequency (F) and Exposure in ISO 26262
Exposure in ISO 26262 refers to the duration or frequency of an operational situation. However,
Frequency in FMEA-MSR refers to the occurrence of a fault during an operational situation.

Therefore, the two metrics are related, but not equivalent.

Percentage of relevant operating condition in comparison
to overall operating time

<10% 1
1% 2

Value by which F may be lowered

D2.3 Linkage between Frequency (F) and FIT Rates in ISO 26262

Frequency is a qualitative estimation of how often the considered failure cause may occur during an
operational situation. FIT Rate are a quantitative assessment of the measured reliability of an E/E
component, base on exposure of the component to specific test conditions. Therefore, the two

metrics are related, but not equivalent.
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3. FMEA-MSR

% Monitoring

D2.4 Linkage between Monitoring (M) and Diagnostic Coverage in ISO 26262

Monitoring (M) considers the ability of persons and/or the system to detect a specific cause (fault or
failure), and react to that detected fault or failure within the Fault Tolerant Time Interval (FTTI).
Diagnostic Coverage in ISO 26262 refers to the ability of the system to detect a percentage of all
possible faults, and react to a fault within the Fault Tolerant Time Interval (FTTI). Therefore, the

Monitoring rating in FMEA-MSR has a wider scope of detection, but relates only to a specific cause.
% Risk -1SO 26262-2018
combination of the probability of occurrence of harm and the severity of that harm

R = F(occurrence of harm, the severity of that harm)

R =F(f,C,S)

[R risk, f frequency of occurrence, C controllability, S severity]

f = E x A [E exposure, A failure rate]

spid 25 2019 SPID CONFERENCE



3. FMEA-MSR

<+ FMEA-MSR2| Frequency ™7} 7|&

Frequency Potential (F) for the Product

during the intended service life of the vehicle

Frequency criteria (F) for the estimated occurrence of the Failure Cause in relevant operating situations Blank until

filled by user

Corporate or

F Estimated Frequency criteria - FMEA-MSR Product Line
Frequency
Examples
4 Low Failure Cause is predicted to occur rarely in the field during the intended service life of
the vehicle. At least ten occurrences in the field are predicted.
3 Very low Failure Cause is predicted to occur in isolated cases in the field during the intended
ry service life of the vehicle. At least one occurrence in the field is predicted.

2 | Extremely low

Failure Cause is predicted not to occur in the field during the intended service life of
the vehicle based on prevention and detection controls and field experience with
similar parts. Isolated cases cannot be ruled out. No proof it will not happen.

1 Cannot Occur

Failure Cause cannot occur during the intended service life of the vehicle or is virtually
eliminated. Evidence that Failure Cause cannot occur. Rationale is documented.

NOTE:

Percentage of relevant operating condition in comparison
to overall operating time

Value by which F may be lowered

<10%

1

<1%

2

Probability increases as number of vehicle are increased
Reference value for estimation is one million vehicle in the field.
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3. FMEA-MSR

<% FMEA-MSR2| Monitoring ™7} 7|&

Supplemental FMEA for Monitoring and System Response (M)

Monitoring Criteria (M) for Failure Causes, Failure Modes and Failure Effects by Monitoring during Customer Operation.
Use the rating number that corresponds with the least effective of either criteria for Monitoring or System Response

Effectiveness of

M | Monitoring Controls | Diagnostic Monitoring /Sensory Perception Criteria System Response/ Human Reaction Criteria
and System Response
The fauIt/fallure will be automatlgally QIetected by The automated system or the driver will be
the system during the Fault Handling Time Interval, .
. : : : . o able to react to the detected fault/failure
4 | Moderately High |with medium variance in detection time, or detected duri . . .
b L : iy uring the Fault Handling Time Interval, in
y the driver in most operating conditions. most operating conditions
Diagnostic coverage estimated >97%. P g '
The fault/failure will be automatically detected by The system will automatically react to the
the system during the Fault Handling Time Interval |detected fault/failure during the Fault Handling
3 High with very low variance in detection time, and with a | Time Interval in most operating conditions with
high probability. Diagnostic Coverage estimated |very low variance in system response time, and
>99% with a high probability.
e fault/fal!ure il o detgcted gutomatlgally .by The system will automatically react to the
the system with very low variance in detection time : : :
: , ; : . detected fault/failure during the Fault Handling
2 Very High during the Fault Handling Time Interval, and with a | — . : :
. " . . Time Interval with very low variance in system
VeI L)) [ReioRl oty PIETTUORES Qe response time, and with a very high probabilit
estimated >99.9%. P ' y high p Y
Reliable and
acceptable for The fault/failure will always be detected The system will always automatically react to
1 elimination of automatically by the system. Diagnostic coverage the detected fault/failure during the Fault

original Failure
Effect

estimated to be significantly greater than 99.9%.

Handling Time Interval.
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ETFM EA-MSR

% Action Priority FMEA-MSR - High, ,

S10 S7-8

1 M 10 1 M 10
S 4-6 S 2-3 S1
10
F
1 1 1
1 M 10 1 M 10 1 M 10
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ﬁ FMEA-MSR &8 AP}

< FMEA-MSR S, F, M rating %] (ISO 26262-5:2018 Annex E)

Safety goal 1 : valve 2 shall not be closed for longer than 100 ms when the temperature is higher
than 100 °C”. ASIL B. (assumption E2(duration), C3, S3), safe state : valve 2 open.
=» ASIL B assigned : S10

T U-Batt

out. WD Inp. Q
s ut. w al 12/
5V Out _g % QEL " A <
> n | < ® < |5 ¢ o
Enable Out. 0 r?i- - (_i 3 (TUs g < (_<2
Out. 1 ) a 1) > o)
InADC2 g
I
Open 50%
171 5 Yes SM1
Short 50% X 90%
12
e 100 y All 50% X SM4 90%
es
171 All 50%
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4. FMEA-MSR %2 APH7} 0f

< FMEA-MSR S, F, M rating %] (ISO 26262-5:2018 Annex E)

Safety goal 1 : valve 2 shall not be closed for longer than 100 ms when the temperature is higher
than 100 °C”. ASIL B. (assumption E2(duration), C3, S3), safe state : valve 2 open.
= ASIL B assigned : S10

Case 1. T71’s short circuit (2.5FIT) leads to violation of SG1 & 90% coverage Safety Mechanism is
implemented .

- short circuit?| &4 7542 2.5x109/h, Handbook 7|& 1002H(106)CHe| 2}2F, HARAZIIO|M E22
s M| T A[ZHCHH] 19%0|2HAS 7Hy, 2Pl atEo| 2& A[ZH8000AZE 7HY

2.5x109x 8000 x 106 =20 =» 10929 EZ7|7+&2F 1002CHe| &t S T719| short circuito]| 2|5t QHA
=H 282 209 &Y & A= o5&,

13| 0|2 F3, 108] 0|2 F4=2 7} 7|&0| OtAL|Of Q2B =2 1002| FE2 7+-5HH, AA| & AlZt9]
1% 0|3t QRMOWIHDF offE 02 2Q10| QHH S HO| 2Bto 2 0|0 |22 (2CHA| 5t%F) F3=2 It
A DL E 0| 31T = 90% 2| Coverages 2= £H0| A&, FTTIO|LHO]| 9tM AEHZ 20| M5

S10, F3, M5 & AP HIGH : &7}4 Monitoring 2 E£= Frequency Zt4 HOHEEHA) T
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4. FMEA-MSR 22 APLi7} of

< FMEA-MSR S, F, M rating %] (ISO 26262-5:2018 Annex E)

Safety goal 1 : valve 2 shall not be closed for longer than 100 ms when the temperature is higher
than 100 °C”. ASIL B. (assumption E2(duration), C3, S3), safe state : valve 2 open.
= ASIL B assigned : S10

Case 2. microcontroller’s safety related faults (50FIT) lead to violation of SG1 & 90% coverage Safety
Mechanism is implemented.

- MCUQ| 9HM zted A 9t 71542 50x10°9/h, Handbook 7|2 1002H108)CHe| 2tk HARAT 70| A
E22 J2iE|= A =3 A[ZHTHB| 1%0|2HS 71y, YerF Q1 2p2Fo| 23 A|ZE 8000A |2t 7+

50x109 x 8000 x 106 =400 & 10E19| EZ7|ZE0H 100DHCHO| 212 & MCU2| QHA 2 Zsto|| o6t
M =1 2|82 4002 Y & A= o|5E.

13] 0| F3, 103 0| & FAZ2 B} 7|20| 0F2E[0] Q282 1003| F52, 10003] 7tA5tH, x| Y
AlZtel 1%Dl'jf9—| ZEAYOMBE ST 02 HOI0| Ot =HO| 2822 0|0 X 2= (2CHA| 5+e) F4Z B
St ZLE 0| 8= 90%2| CoverageE Z= £HO0| A&, FTTIO|LHO| 2+ AEHE 20| M5

S10, F4, M5 2 AP HIGH : &7}4 Monitoring 2 E£= Frequency Zt4 HOHEEHA) T
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