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Vehicle OEM Type of Attack Severity

Cellular Network — Entertainment system

Jeep Cherokee E X Port(6667)0| €2 AU Port Scans S| 2 5l S&h3l/ High
Firmware update2 #ot 2 5,
Physical Access — Buffer Overflow

GM Chevy Impala MP3L L= A2 A|ABOAM M, AkSAE A AIL" 8 S8 7|50 th Low
o M2 Mt 2of
Spoofed Wi-Fi Hotspot

BMW ASKAESIM 7|8t S 2 HZA| 7HRE HEQIS0| A0 RAE oA High
b5, HIY2otE Siletd
OBD dongle exploited .

Corvette OBDEEO| £% $2 24, 8402 5703 4 Ao Medium
Physical Access -Trojan

Tesla $ Mode! 225 H2o2 2020 A%, AP 75 Low
Wireless attack — Mobile app

Nissan LEAF HLUOM MSots & F4HE A& FF2= LU on/off, GPS 2| X Medium
>y
Wireless attack — Wi-Fi

Tesla All models WiFi H4 Zdsh2 212510 AMAUAO|E Atz ZESI EM 24, 2|5 High
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Security and Safety Modelling
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Information Security Vehicle Security
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- B3 C{4: Asset, Privacy, DATA, Information o HS A 2T}, 28X} XpAE Society Community
BB Oi4 AR T HUHS BAG =M 8 || - ok y|yjole] AZE o3 J|SXel @2 Yo &
2|H S AAH 71X Qe BE Xt HES 0] Chef ot B
° "F‘R @EE?_I' 7|% : VPN, SSL, Anti'Virus, Anti-Spam, o _’IER xI-Ec-’FE?_I- 7|% - EVITA Security module
etc. c FQ BZE Y UM : EVITA Project, SAE J3061, etc
- FQ HFE Y Y : CMVP ISO/IEC 15408, ISO
27002, etc.

H3S CjAHo]| CHSH ThreatE £A AlEi50]
SI71E|A] U2 SHAXZEEC] ES

Ref. Denso, Safety and Security for Connected Vehicles, 2015.01
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Cybersecurity
Goal
|ntegrity Availability
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[HLH FOR
S[CURE DESIGN

SN

Establizh Security |} Establish Design Use Approved Dynamic Incident 5
Requirements Requirements Tools Analysis Response Plan \ e AVO{%IEL\I?OTHE ‘
Core Security Croate Quality Analyze Attack Dapracate Unsafe Fuzz Final Security Exo ont | § ﬁ . SOFTWARE ?
Training Gates / Bug Bars Surface Functions Testing Feview e ' 4 SECURITY X,
. DESIGN FLAWS | SN0
Security & Privacy Threat Static Attack Surface Release | 4 Y
Risk Assessment Modeling Analysis Review Archive g
/ .
| “
Microsoft’s Security Development Lifecycle (SDL) PRI >
% SURFACE VEHICLE -~ Ij“fj"
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Defining a complete lifecycle process framework that can be tailored and utilized within each
organization’s development processes to incorporate Cybersecurity into cyber-physical vehicle systems from
concept phase through production, operation, service, and decommisswmng M Aol AME, 29, MH[A 2 7|
22|01 242 A|ALI0| Ao|H{ b SBH517| 9ol 2t 20| Y ZRAA oM 2H L 22 4
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ghstst &

£ S35 Aol
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2. Providing information on some common existing tools and methods used when designing, verifying and
validating cyber-physical vehicle systems. Atojs| 22|21 a2 A|AsIS 47| #Z

gholeh if AR E[= 7|&2| =t U Wl clist ZHE A3
3. Providing basic guiding principles on Cybersecurity for vehicle systems

. 242 AJAEI0] Cif3t Alo| 5Ok 7|22 Jjo|S 2|H A2
4. Providing the foundation for further standards development activities in vehicle Cybersecurity. z12f Ato|&{ = otoj A =
= MY 32| 7|8t A3
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m CYBER-PHYSICAL SYSTEM 714& S2| A|AH

A system of collaborating computational elements controlling physical entities.
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@ CYBER-PHYSICAL VEHICLE SYSTEM (CPVS) 7Hat=2| 2tk A|AE]
Vehicle embedded control systems where there exists a tight coupling between the computational elements and the
physical elements of the system and the environment around the system.
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@ CYBER-ATTACK

An assault on system Cybersecurity that derives from an intelligent act, i.e., an intelligent act that is a deliberate
attempt (especially in the sense of a method or technique) to evade Cybersecurity services and violate the
Cybersecurity policy of a system.

A s A2, &, AO|HEQ MU|AF 232|510 A|AHO] AO|HEQH HAMS Sttst= 2| =2{Ql A= (53] YOIt 7|2l 2|o|oflA{2])Ql 2|
A W2 2RE| OPAE A LG ALO|H 2.0k LSt S

m CYBERSECURITY A}O|tH & Ot
Measures taken to protect a cyber-physical system against unauthorized access or attack.
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@ ATTACK SURFACE
The different points (the "attack vectors") where an unauthorized user (the "attacker") can try to enter data to or

extract data from an environment.
HI U7t AFEAHZAA)7t HIOIEIE Y H5t7{Lt 2H-80lM T|O[E1E &5t 1 Al=g 4 U= 012 A - (S 4 HE)

Airbag  OBDII
ECU USB

Bluetooth

Remote
Link Type

App

DSRC-Based
Smartphone Receiver (V2X)

Passive Keyless
Entry

Remote Key

TPMS

ADAS System ECU
Vehicle Access

System ECU
: Engine and Lighting System ECU
Steering and S : :
Braking ECU Transmission (Interior and Exterior)

ECU

Ref. The 15 weakest points of a connected car according to Intel
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@ VUNERAVILITY (& 2t3)

SHLt0|4ko| £IBo0ll oJ) AABZ U (exploit) B 4 Ui AHM EE LM DEO| OFH
Ref. ISO 27005

AMLRIS] 87, Aol £= 29F O el S| ZR0|L o= QI5t0] A| AR Hot
BAUS olst7] ol ALS2XN E + A= A Ref. IETF RFC 2828
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@ Relationships for Vulnerability and Threat

= Q| Threat 2.2 9I5| A|AE0]| SHE 7}
5tof HOotMo| HE Zefst £ A=W
= Z{otoj| B3 REASON i T2
e wok kM2 08310 /AHS |
7|Hro 2 Qlojut
Weakness »|  Vulnerability
Error/Faulte] _ N N
2 AGE J|HIoZ 3 SHAY, Threat
Class OF{ HEAN Exploit2 5tL}0|
Aol Z{ %M E 0f
L= = Z|2FE 0|83510 3Az}0| 2
St Exploit £|0f EQte| £ 0|
il sHE! el
= JI2A7|, 7129, HXR, 2R
Error/Fault Exploit
= ZH}E Behaviorz}2| Deviation s 2A MIPZ 2|5 7H U/E L up

= TChe= JHAE Errore] £
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m] Differences in Analysis Scope

Functional Safety Cybersecurity

LI N

- % =

@) o

12 (Malfunction) » Xjth(Hazard) p A, x|LH 2HAO| #Z|2Fd(Vulnerabilities) » |8 (Treats) » X4
2| A A (Risk )

3o M, 29, THel
MeEo| 2|A3 (Risk)

—

Ref. von Wedel, J.K. and Arndt, P., “Safe ar

1-0020, 2018, doi:10.4271/2018-01-0020
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m XpFe| MH| +FF7| THAE Ato|H 2 Qto| 2ik|ofof gL}

Concept >| Requirement >| Design & Implementation >| Testing

AFE 2} EHEO|M2] ATO| BRI O TafAb
Concept

[ Risk analysis H Goal

20l Y 2 AYE C|o[&] £ 2[As}

HW-SW o ARBAFEM Y 7~1|01 5}*"_3}
Requirement Integration & © PIAY, Al“g &S
b - ojo[E{ X2[oju{A|o} BHAE! Mt Ol i

=13
=2

HW SW
(28 71 [ 2 A= [2% U MH|A]
€ =P o e e e e > G = e ->
«  AlO|H{E QS 1243t Feature « A3 Cybersecurity Control o A7} AFO|HHEOF @ LASH + Incident Response tHg Z2M|A
A (Cybersecurity Measure g 2Z 7|22 o8 A2
* Threats analysis /Mechanism) 7+¢1 (Rewew/ analysis/ Testing)
« Cybersecurity & 24 o CHAYH ALO|H{EOH 2 al 2 P
o o 2|A3 Z|ASEYAHLHA
ZASS &l
21
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[ ISO 26262 7|5 Q% X BEM M2 Z2M|A ZEAHI S MESIH 7|E A Z2NL

A SHZ UG Y T

)

—_ = =0 x o
= = = A AL
T 89 71| 4z ZAE 12{5}0] ALO|H{ EQtut QHH ZHo| UMY [X|E 8OIHA & = UASLICH
| 1. Vocabulary |
2. Management of functional safety
2-5 Oversll safety management 2-8 Safety management during itern development &mmm'm i raiamon for
3. Concept phass 4. Product development: system level pduction and operation
3-5 Item definition : tion CLRISIUCE o tevel [4-11 Release for productic S,
~10 Functional sefety /-5 Operation, service
3-6 Initistion of the safely lifecycle o c& the technical [‘ p {maintenancs and repalkr), and
- decommissioning
3.7 Hazard analysis end riek [+-@ Safety vaiidation |
assassment
werm Integratio !
3-8 Functional safety I I*‘ ‘
mm:ql 8. Proc g
lware level }n
5-7 Hardware o ural design §
B5-8 Hardware archit e gre unit design and
e \ ooal dua b rﬂ'\dom H A - oftware unit testing
8-1. Hardware integration 10 Softwvare integration and
tasting Hng
"-:l:‘ Verification cf software safety ‘
8. Supporting processes
[8-5 Intarfaces within distributed developments [8-10 Documentation
88 cation and ma ent of uraments 8-11 Quailification of software tools
8-7 Configuration managament 8-12 Qualification of software components
8-8 Change managemant 8-13 Qualification of hardware components
8-8 Verification [8-14 Proven in use argument
9. ASIL-oriented and safety -oriented analyses
: -7 I
-8

I 10. Guidseline on I1SO 26262 (Informative) I




security Process Overview I SAE J3061 &2 wtof
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W SO 26262 7|5 QFH AHe EEOIMO| Z2HA ZHAYAE MHBi0] 7|= OFH ZRA ZUS HE U ZHO
T B9 2to| 4= ZAIE 12{5t0] ALO|HEQtn} oFF 7ol UEHE RX|E &OI5HA & + ASLCL
Management of Cybersecurity
Initiation of Production . \
(Planning) Operation

Product Development :
System Level

Core
Cybersecurity

Engineering

Product Development :
Hardware Level

Product

Supporting Processes

Ref. SAE J 3061 Figure 3 - Overall cybersecurity process framework
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@ SAE J 3061 Cybersecurity Management Scope

J3061 Cybersecurity Management

AL 2H2 2| AtO[B{E O 2he]

T 2E ALO|H{ O T2
(Overall Cybersecurity Management)

(Project Cybersecurity Management)

ALO| B O
Afoli ot o1zt 212 OALE A D2 A 24 N T h AfOI=OF B | | A TN T h AfO|f Ot
25 ne s SEETE o 2] a
= = 2B =2
TH O | o
s ENHOIGHS A s AOHEON BB . z7z aigs - B W SYZI0) = AO|HEOr RIS I3 /A O Sl T2YEQ| 22 OIUAE HE
2 2 H2 SAYAEANY .mc oy = 2BI5 AO|H{EOr T EH Az = AOIHEOHEI} A8 £ U T B
= Afo|E{ 0 235 2 23 S~z 2HA 2 » AtO|H{EOF T2 20 |8l 2%
22 84, 82| e = Y E2Y ZA0| ME = AlO|H{ Ot BHE |3l * Open issues 42 & 22|
=, /'S, T s Al CHES Z2X = - z
- D 2 s AL CHS 22 AOIBHoF 2% 512 ==° - Ato|B{= 0t Ho|A B2l U 24
a5 Az Aap 13
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@ Concept phase Overview

Feature Definition

Y

Initiation of Cybersecurity Lifecycle
(PIanning_;l

Y

Threat analysis and Risk assessment

Y

Cybersecurity Concept

Y

Identify Functional Cybersecurity
Requirements

Y

Initial Cybersecurity Assessment

Y

Concept Phases Review

AlAglo] Zo
=c|d FA & 42[7ZHTrust boundary) Al

AJOIHHOF £IZ] 2h4:
Aol =0t Pl A2 52

A
= T g

m

S, MU}, A2Y/EE W2

an

Threat identification
Risk assessment(Threat classification)
Cybersecurity goals identification

FeatureOf| 2+5+ AFO|H{ £ 0t 3|58 2|5t Z2F

Cybersecurity goal &8 25t 7|52 2N 7|&

+  Cybersecurity & 01?%
* Cybersecurity Case7

© O[UAE Y AOE 2%

25
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@ Relationships between product development at the system, hardware, and software levels

Design Phases Integration and Test Phases

Initiation of Product
Development at System Level

(Planning) —

Cybersecurity Assessment

Release for Production

Specification of Technical
Cybersecurity Requirements

System Design I / >

Initiation of Product
Development SW Level

\

Cybersecurity Validation

Feature Integration &
Cybersecurity Test

Initiation of Product
Development HW Level

Verification to SW
Cybersecurity Requirements Verification to HW
Cybersecurity Requirements

Specification of SW
Cybersecurity Requirements

-

Specification of HW

Cybersecurity Requirements ) ) SW Integration and
SW Architectural Design Cybersecurity Testing
A y
SIW lfmt Dis?n & H SW unit Testing
mp ementation HW Integration and
HW Design \ Cybersecurity Testing
<%

\
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ol 58

Initiation of Development at System level
(Planning)

v

System Level Vulnerability analysis

v

Technical Cybersecurity Concept

v

Specify Technical Cybersecurity
Requirements

v

System Design

A

= 7 Design Phases

<

— . Al Technical i .
Product Development : "Ccftf:fsef:ﬁt';'ca Product Development :
Software level Requirements Hardware level
1 Feature Integration and Testing

Verification/Validation of Technical
Cybersecurity Requirement

v

Final Cybersecurity assessment/
Cybersecurity Case

v

Final Cybersecurity Review

v

Release for Production

Test phases

< -

Cybersecurity concept ArM|3t
A2 =29 cybersecurity requirements 2! Technical cybersecurity
strateqy2 2 It Ll NSt 3

Hardware-Software Interface
Data flows, Data Storage, Data Processing
ALOIHEL 7| 5& X|Y¥ot= 71s

Feature testing, testing Phase verification
CybersecurityS 2IsHf A|AEIQ| o| =2l 7|50 EH%* HAE
Feature Zre| ZJ&HsH S41, 223t O3y 7|5 &0

=

Vulnerability Test / Penetration Test / Fuzz Test

27
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@ Cybersecurity activities on Hardware level

Initiation of product development
at HW level (Planning)

A 4

HW Vulnerability analysis

\ 4

P : + Technical Security Concept &fAM|st

Specﬁma’ugn of HW C){bersecurlty * HW Interface, Data Flow, Data Storage, Data Processing 52 2| /5H=
equirements Cybersecurity context ZE3510] s, E841t Z2 072 Fo

Design Phases

\ 4

 Identify Cybersecurity controls to address the Vulnerability
HW Cybersecurity Design o HZR FIIE|Z| 42 S2|A M2, 2|HA HZIL0jZ gz
* Trust anchors(HSM, SHE £8&})

\ 4

. . Verification for HW Design phase
HW |ntegrat|0n and TeStlng « HW ;SELJE 7|%’ g%’ Dil /.‘_@MS' ﬂ:rl‘Al'%ol' %_7‘: O:I—l?l— 74%

=/ o

\ 4
HW Vulnerability & Penetration o HW |HIo] 2F3{7l 2|0FA QI ZE2f 2|OkA 245} OfE A=
testing © AOIB{EQH SA|Q| 715 HAG0F &l

A 4

Verification to HW Cybersecurity
Requirements

Test phases

\ 4

Refine Cybersecurity Assessment * The preliminary Cybersecurity assessment refine
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@ Cybersecurity activity on Software level

Initiation of product development
at SW level (Planning)

Specification of SW Cybersecurity
Requirements

SW Architectural Design

SW Vulnerability analysis

SW Unit Design and
Implementation

SW Implementation Level
Vulnerability analysis

SW Unit testing

SW Integration & Testing

Verification to SW Cybersecurity
Requirements

SW Vulnerability & Pen testing

Refine Cybersecurity Assessment

Selection of Methods
Programming and/or Modeling Languages
SWSg 2L HAE A<=

—

HIQIVHE Y2 YA, M2 HAIS I8 SW2| AO|HEQ 7|5 Zo

ClOlE] 7, BO[E] &5, SW 0ll2| A2 YE, SW 2F=2FF 3|=sts EY
B M

[ B

ClOIE{ 7t 7|2, REY, 718dE Al

SW Cybersecurity requirements, data flow &4
Identify Cybersecurity controls to address the Vulnerability
MISRA & CERT C &4 At

Verification for SW Unit Design phase

Input/Output/Data Flow
Edge cases, Error handling, Exception handling, Failure mode

Verification for SW Architectural Design phase
Vulnerability & Penetration testing

Penetration testing
Fuzzing testing

The preliminary Cybersecurity assessment refine

29
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@ Supporting Process

712 ME MY ZE2NAQ SEE|0 o, SAMS e, HE 22| S 1S0 26262 x| Z2 M|~ E-F0| AO|H KO
of Estxlo] =8 % HE0| ELELICL

Configuration Management

HE Jfe £HRT| LJof|M A|AEIS DQSHA

>
1E
mn
ks
2
rel
T
1>
30
H1
Jfu
Iz
0

Requirements Management

27 44 U S42 Yo
HA £BFT| SO YVE LPAY BAAS B

Change Management

AA/AHZ0l Chat HFARE 24 2 Hof
HAS SISt OAZY ZEAA EY R

Documentation Management

Y =l= AL CiEt 2 M/artifacte] A3t 22| M2k Jqg

Quality Management

A
+2

i

2] AlAE

mjo

QS 9000, ISO/TS 16949 L= FAISH &2

Distributed Development

Suppliere| H&¥ W7t U Customer £= Supplier ZH| 7HE QUEH[O|A BHo| =5

30
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m Production & Operation/Service
2 M Aol =t Hotg]| CHot @ 7L AFEH} Overall Cybersecurity

Cybersecurity requirementsa} 224 El ALt
=}

ManagementsOjjA| ™Oo|El ZHE DL|E{Z Z & M| A(Field Monitoring Process) 2 Al1l C{-2 ZX}(Incident Response
procedure) 83} X|7} H&E|0{0} BHL]C}.

Production Operation and Service
23 S240| Y42 225D YSS 24 AFOIHIEOF AL HHZ 42510 292 27
AFO| {10t 24012 20| 7| ATy oz g
AFO|BHEIOH PIAEI S 40 Cfat B2, T me AL TS 93t HEHEI0] PAED AMA| 2%
fg*_'g Aﬁ;ﬁ 5O AA DUEZIS H2ste 2R | | BUEE || 92 2Estolors
M 2 EFAF AFOJB{ELOF ALZE ARl 12 23 Hacker
AFOIHIE0F Bh2 AFD) BHAA| E241 O 0|44 & Chat SOIA i 42 o 24
al
HE 3} AIQIO|A] LHAISHS AFO|B{EIOF AR TIOf
AHZR AIZOIA AFO|B{E Ot TRfARSH(FHS! che5ty| 9t
HE/AS A S) B 22 E 2 20| AO|HIS2|2 242 AlA
OEM Za ||+ AIOIH{=0H 2o Ch3t TE 2U|E MALEHS || eion cper 2ol 32 2yl Abne) o 2
AFOIHH 0 S0l CHat AT CHS 2|E 4 AbD 245t 23] 0|3t
Potential Incident AA|0 210 L

31



nication Point between Safety Process & Cybersecurity Process I SAE.J3061 242 Htot

22 1

Za

m] Safety systemi} Cybersecurity system Engineering?| 5AHd
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System safety

System cybersecurity

considers potential hazards to identify safety mechanisms that
can be integrated into the design to address the causes of the
potential hazards

considers potential threats posed by a malicious attacker

whose goal is to cause harm, wreak havoc, gain financial

benefits, or simply to gain notoriety

- Potential hazards and causes are more readily identified

- Appropriate action to mitigate the potential consequences,
or to eliminate the potential hazards all together can be
taken

- Causes of hazards based knowledge of system,
components, and interaction

- Focus on sub-systems

- Cyber Security threats are more difficult to address than
potential safety hazards

- More difficult to try to anticipate the exact moves an
attacker may take in order to add appropriate Security
Controls to protect against attacker's options.

- Causes maybe unknown

- Additional factors in risk assessment: attacker’s experience
level, attacker’s access, attacker’s need for special
equipment

- Focus on sub-systems AND electrical architecture (i.e.
possible access to safety-critical areas through non-safety-

critical area, i.e. CD player)

FTA(Fault tree analysis) identifies potential causes of the top
hazard event and looks for single-point and multi-point
random hardware failures.

ATA(Attack tree analysis) we are not concerned with single-
point and multi-point random hardware failures, but rather with
determining potential paths that an attacker could take
through the system to lead to the top level threat.
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Analysis

Safety Engineering

Security Engineering

Risk Hazard Threat
g
) System inherent deficiency Malfunction Vulnerability
v
External enabling condition Hazardous situation Attack
Impact analysis Severity Threat criticality
5
g External risk control analysis Controllability Attack Skills, Know-how
S
Occurrence analysis Exposure Attack resources & Surface
B Design goal Safety Goal Security Target
S
4
(<4
Design Goal criticality ASIL SecL

Ref. Integrated safety and security Development in the Automotive Domain, SAE Technical Paper, 2017-01-1661
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m] Integrated cybersecurity and Safety process

.
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HW/SW
Implementation

Security activity

Safety activity

Ref. Automotive Functional Safety = Safety + Security, SecurIT'12, August 17-19, 2012, Kollam, Kerala, India
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