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This Car Runs on Code

It takes dozens of microprocessors running 100
million lines of code to get a premium car out of the
driveway, and this software is only going to get more

complex

Posted 1Feb 2009 | 5:00 GMT
By ROBERT N. CHARETTE

The avionics system in the F-22 Raptor, the current U.S. Air Force frontline
jet fighter, consists of about 1.7 million lines of software code. The F-35 Joint
Strike Fighter, scheduled to become operational in 2010, will require about
5.7 million lines of code to operate its onboard systems. And Boeing’s new 787
Dreamliner, scheduled to be delivered to customers in 2010, requires about
6.5 million lines of software code to operate its avionics and onboard support
systems.

These are impressive amounts of software, yet if you bought a premium-class
automobile recently, "it probably contains close to 100 million lines of
software code,” says Manfred Broy, a professor of informatics at Technical
University, Munich, and a leading expert on software in cars. All that software
executes on 70 to 100 microprocessor-based electronic control units (ECUs)
networked throughout the body of your car.

Alfred Katzenbach, the director of information technology management at

HNuY REHA SARE EZLIE (1977)
- YAtd X AHICIE 2ZEQO7F WEE X5 At
— ECU Z 0| 873}0] TXA Hat A7 A O
— 50,000 2}2lo] AZEQ|] (1981)
F-22 Raptor : 1702t 2}9l
F-35 JSF (Joint Strike Fighter) : 5702t 249l
— JSF C++ Coding standard
=l 787 : 6508t 2}Ql
HI = S-Class : 1 2}90l
— ECU =% :100
- HEI =+=:5
- #0|= Z0| .20t
— OS #=:10+
- H[& : ®A| H|E2] 50%
H=2F 2EEAH (2008), 22 S (2012)
- AIZEQI0 &8O MER =4
- 2ls2 7|8t HARH A|AH0] [HREE2| 7[& Ao
- 2~ZEQ0 HO|E= 3G s4lTe=z
- H1H
- ME2R 7|5 2
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AmEg|0] A Areliability)

. AZEYO{7} HO|H FEHAOA CHAS BOOIME Festn ABE AL
S urENoR OHSo| ¥ 4 QUETtof Chet gl 4 Uk He

— "a measure of confldence that the software produces accurate and consistent
results, which are repeatable under low, normal, and peak loads in the intended
operational results”

X D. S. Hermann, Software Safety and Reliability, IEEE Computer Society Press, 2000

© BT\ RS AmEY o AN 2|7 A5
2 S0 A8 2 TA0) HAE 758 shExoz 43 A| Bedlm, AT

g U A" = e 2ZEHY s

X D7|HAH WAESE ATEQ O] AZ|A SO ol X"EEM?l 3|, 2012

r
II

© YAE (RTE) 2 2ATEQ 07 MHIAE 23T & Y 53 (ATEYO
Lol Rl= 28 k)
“The ability of the system to deliver services as specified.’
% Sommerville, : Software Engineering 10t edition, 2016
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ISRA-C

« MISRA (Motor Industry Software Reliability Association)
A . EX2 H|C|S A|AEO| BIEOIA SW OFHHA(Safety),
H Ot (Security), O|Ald (Portability), 42| (Reliability)
s= =0/7] ?lg-

MISRA C:2012

g . HRY= erxr 20F #0t0| OfL|3}, 2FUZ, SR}
idelines for th f the i y TT3S s Vh
T o|27]7|, HE 2oL £ CHkst Sofo) £20] &1 9e

C language in critical systems
- RlSH YHE 8D YL,

— MISRA C:1998

— MISRA C:2004

— MISRA C:2012
[ — MISRA C:2012 Amendment 1 (2016)
— MISRA C: 2012 Addendum 2 (2018)

— MISRA C:2012 Addendum 3 (2018)
— MISRA C:201X
— MISRA C:202X
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« HAE
— 29l H|AE (Validation Test) : 282 ZA22 &= 40| OtH
- 28 HAE (Defect Test) 2O ABES A= Q|
. AC WY o
o2

HXE H|AE (Static Analysis, Static Test) : 2

- IE A M2
AlBIAI7E @2 A= (HIHQHE 2L, divide by zero, §)

- S8 HAE (Dynamic test) : A= Al

S|
« T[E AMME (Code Coverage)
© B MEIT E20Y U DS WY o

- 2701 AHe[X] s 27122 2718 £ o F
« MC/DC (Modified Condition/Decision Coverage) : =&l X

- Q" OO O &
QdHt HAE
A2 2l HAE : Concolic test

. EROY R Y o

— Black Box test
—  White Box Test

S‘p‘i’d 11
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 Thera-25 At
« AECL BIAFM QF X| 2 7|

+ 1982 SW LiEHE XMool 2& B 2 MH|L JHA|
- 1985 ~ 1987iH: 6&H9| AtD
+ 38 AME

— XA S Z=4p5t= XHo| SetAtr 2=
A

= O
- ®ol Z2ae| oF
~ AZE0|9] AT MO Ch3t FEB L 40| §0| =Y O] HH
2K XA

. SW Zstoj Safety 7§ £ ¢

- 2IZEQOf LHO {2 = O|0{X[= 02/ F 7 SlS

— Software Engineering 10t edition, Ion Sommerville, 2016
« Reliability # Safety

& Z&:http://hackaday.com/2015/10/26/killed-by-a-machine- o o
the-therac-25/ - I:l_l-/ 100% |A_I E| AO-| = 7|'x|_| A| s %I

rlo

OFF 40| B,
+ IEC 61508 X

— Functional safety of electrical/electronic/programmable
electronic safety-related systems
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A(SW Safety)?d

A& e (Safety) F9f

— Freedom from those condition that can cause death, injury,
occupational illness, or damage to or loss of equipment or
property to the environment
% Air Force System Safety Handbook, 2000, MIL-HDBK-336B

7|5 e

— Part of the overall safety that depends on a system or
equipment operating correctly in response to its inputs,
including the safe management of likely operator errors,
hardware failure and environmental changes.

X Focus Topics: Functional Safety, TUV SUD, 2016

Safety-critical (PHH &=, N OHH, Ot S 4l) ™|
— A term applied to a condition, process or item of whose proper
recognition, control performance, or tolerance is essential to
safe operation or use; e.q., safety, critical function,, safety critical

path ..
X Air Force System Safety Handbook, 2000

STEN g :
~ 2IEEQYO| A|AHO| HY(QABO| &4, AAHO| T 5) 8lo]
AES S
-1 0O - O T
- 2IZEQOf Lo AIAHES Y2 0|1 277 gl
X Software Engineering 10th edition, Sommerville, 2016
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C 61508

o TI/HX/EROHN Vrsot WA O 2| Al
do| 7|5 0H AAlo| 2H EE
- s &
AIStOQﬁZt.()Q IEC 61800-5-2 E E Ol_x_i -Tl—l'E-:I A AHIO I-|§I'_I-|' 7 [ C = 7 AL
IEC 61513 ué)engle;on Electrial Drives - / /PE oL e il |— I:I—l o= |31 I-t |§
Nuclear Sector ) EEEN Ol_l'lxj -Tllll'E-l_:' Alﬁ%ﬂl‘ 9|—'?'—7£'||O._| -?—l-é_dl |7:||-_+_ )\E'IHlO-" 9—
N/ =81 H o CfAF Ru|ot Hof et &8|E Fofe}
. : . = A|AH AP E BHEA e XMHEHO| OFF
EN 50128 — — 0 — 1= T 4+ - 1 =
REVATEVY - L
SRR h IEC 61508 - ?oélirﬂ |2 A" 2 AL Y|S0 O]
. V=
IECMS“ ‘ « IEC 61508 O| A E= @|=&(risk)
IEC 50156 " o .
Mot Furnaces - fld2 &4 EX (Zero risk can be never reached)
- 2 e =V|2H nHE[0{ofF &

)

- &L @& fleg2 S0{0f oot

« Safety integrity level (SIL)
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°
[ 1. Vocabulary
2. Management of functional safety
|:-5 Overall safety management | |1-6Frll|zct dependent safety management | | e i kg
3. Concept phase 4. Product development at the system level Production, operation,
service and
¢ T

|3_§ Item definition ral topics for the product 47 System and |tem inbeg Jecomil -

3-6 Hazard analysis and risk 7-5 Planning for production,

ASSESSMEnt operation, service and

decommissioning
|3-'J' Functional safety concept I
7-6 Production
1Z. Adaptation of 150 26262 7-7 Dperation, service and
for motorcycles decommissioning

12+5 General topics for adaptation

for motorcyces

126 Safety culture

12-7 Confirmation measures

128 Hagard analysis and risk

assessment

12-9 Vehicle integration and

testing

12-10 Safety validation

8. Supporting processes

8-5 Interfaces within distributed developments 8-9 Verification [E=T Proven in use argament

[T bpoclﬂra(lan and management of safety #-10 Documentation management B-15 interfacing an application that & out of scope

requireme 8-11 Confidence in the use of saftware toals of IS0 26262

B-7 Coriligus ra:lon i B-12 Qualification of soltwire companents B-16 of safety-refated systems not

B-8 Change management 8-13 Evaluation of hardware elements developed mwd.lmz o 150 26262

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses
[9-5 Requirements decompasition with respect to ASIL tailoring ] [9-7 Analysis of dependent failures ] °
1L9-6 Critéria for cocxistence of eléments | -8 Salety analyses |
[ 10. Guidelines on 150 26262 |

11. Guidelines on application of 150 26262 to semiconductors

o

12

SA ZOROA oHEd dEF2] (e, Y,
&, 2, MHZ, H7) S 1I%0PU1 Of 2ot
3 Z7[0) M LS TR AEH|E|S XA

d N =710 Vs SEdE E%* (RTA®
St MAA, 2, ESF, A, 2Hol, SAt

— O I=| OO | L—-r OO O

ASIL (Automotive Safety Integrity Levels) X| &
o RFEA} DA QIBH 7|HF HA

ASIL = O|&73t0] {88 = Qe ?d &S

2iot7| 25 2/t 2 8—?%%‘2 M

g SEoA of& Jtset g BES

Ol U HFE 9T RTAE HZ

Verification and Validation (V&V)

Verification (ZAZ) : 2HIE2A TtE 1D Q= J}?
Validation (2tQl/Z4 & /4 7| I:1|0|)“‘|) =HE
MBS UA=U=71
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0 26262 F2 804

Safety Absence of unreasonable risk

(2FH)

Risk Combination of the probability of occurrence of

(=) Harm and the severity of that harm
Severity Estimate of the extend of harm to one or more
(AM2ZEE) Individuals that can occur in a potentially

Hazardous situation

Harm Physical injury or damage to the health of person

(%l5H)
Exposure State of being in an operational situation that can be

(=) hazardous if coincident with the failure more

Controllability
(S0

Unreasonable
Risk

Under analysis

Ability to avoid a specific harm or damage through
The timely reactions of the persons involved,
Possibly with support from external measure

Risk judged to be unacceptable in a certain context
according to valid social moral concepts
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H=2t 2EAE (2008), 22 S (2012)

AIEQ 0] T8O 2L SHAl

2| =4 7|8 AeE A|LBO| HFZ22
’|s MO

A2ZEL0 ZHOIEE 36 SHUYL=
— a2

- M2 7|5 =y
A“E°JI01 7|8t HMAA] ol E g 2

A D E{ P85D (2014) : M4t _'?itc'! 0 H
Af0|9_| E3JE 10-3 X B2 =&

EQ HE V-12 2AlEl oAt
— 691048, 3.1 xoﬂ 60MPH 7}
- SEH A https://youtu.be/9cA1doO 9h8
INESIN, XﬂEME AZEQO 7Y
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https://youtu.be/9cA1doO_9h8

H&: Al AR el

IT HZO0| & XtSK}--- XEH i el 2t

Ct
(HA=RIZ] M Jeep HIZ7| HZ =5 A
i Bl s A 4 - 238 MOLE 3210|123 (Fiat Chryslen)s 14007} W= RFEXHSO) R 2|12 XA 2 AMQUE. 0] 0|9 20144
" " X|= H 27| (Jeep Cherokee)0j &*tEl UConnect 7|50 K=l 20O F|ofmo| €ZAE|7| I20] UConnect
HH2| K2 o AME Ths
OlE{UIof MIZE HUE|S JF k20| BE J|s /A X=X 7|52 TREH ASA L5 AHEAHE 2|10 o[uto| tAZNE HSoh=H|, si7{=2 0] UConnect 3Z = O]
8ol ArsAL| IPFAE HOtHD O/ HY OC|oAL FH22 HAXRTO| 7tsot=F USASLICE £ si7=
213 phof] 24 offZ HIofX Y- £ HXHE W= 220l Lh
O] AEJEHQABE A|AEHE =FSH= O B2oM ALSAte] HYYOE ThA| 2t ATIO|LE E2O|2NK| &8 & =+

U/ . HOLE 10|z BEHE=ZE X|FH2 o2 ARfE 71 ZfAs U
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AIF2IE] 101

© WEA HOHS(AREIENS DEotX| B2 AL

A7 E = A=KSA BH SSB U EAY IR RE

XS4 32| |

RIS URNAT =017

SR B AEE 2001 7Y
SO 2 Soi7iA 87|
nan

.« XSAF 2HEEA| ISO 26262 %| 19| ASIL & 2HQF
Cia sz of etdet 242 OfLILCt.

— —

AR AR EA W

E240|3 8 YA | HEAP| AU 7 s ol

« &, Safety # Security

© DT, O YYS 0 HlLotLt

o
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a_ﬂEﬂIOi Ot (Security)

— The ability of the system to protect itself against
accidental or deliberate intrusion.

X Software Engineering 10th edition, Sommerville, 2016.

AZEQ0] EQHSoftware Security)Q| CHE 9]
- 2ZEQO7t Zgstn s FA™(LoHH) 2

[ | —

AZES0f 2Oto| o
- FZolo] FoFHE Folof .
~ #opHo| YOI0| EE HOIFNES FO{of &,
- Z2I8Y lojo| 90| 20| HEBLX| o BEE
2ororE 0| Zxfg.

- BAXE M2 HOPHE XSHOR MOy D, O
£ 28510 X200 3N (MolH 2I)E kst
198

L2

- BAMo Fof =l S| =0| ot F2of7t ete
&

— O
olof elig

- 0 SQLM4YUSH, HHHER T &
« I, YHLEOQI H|AE i 3} CI2 HIHO| 28
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hﬂ

- d4H AE 50| dA/2Y S ARez wWllst= KO

- Ao HolE HRLie gHo =z Y

- SW EE, MEY, eHHd X5t

—  Therac 25 AFT, Arian 5 AFZ, MZHIZ2 81 (7 A3 0|5 AHH| B 1)

o HOIoFM™ (Weakness)
- 34Xl ok &4E JtsTt HI
—  FAOf ZelE HR7t Ot YHOZ HH
—  AlO|H| 30| AHE
- AHAU Y, StESZE
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f'f‘ttware Weakness [ OFoFA)

p— 7

- Z

> Z
&

HOMpEOo[2h AT EQ0] Liof U=

2. Bug, ﬂaw, fault, error, mlstake.
- cwe.mitre.org

BHICIE SW & (S0o| Ars4it8) 22 &5 80| A+ &

TOP 25

MOST DANGEROUS
SOFTWARE '
ERRORS

CvSS. |QVRAE
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Eb)thare Vulnerability (3 2}&)

| O|Eh 2ZEQJOf Lo U=

mbi

1. Bug, flaw, error, mistake, weakness (EQtetH) © =2
2. S4X}7F 0|21t weakness O M2 5t
3. AMaHo HEESE fEHEA &
- wikipedia.com

BHICIE 2ZEA & (5ol Aksit 8) 22 #A4H A4S

In computer security, a vulnerability is a weakness which

allows an attacker to reduce a system's information
assurance. Vulnerability is the intersection of three
elements: a system susceptibility or flaw, attacker access
to the flaw, and attacker capability to exploit the flaw. ']
To exploit a vulnerability, an attacker must have at least
one applicable tool or technique that can connect to a
system weakness. In this frame, vulnerability is also

known as the attack surface.

ulnerability AN\ 2
Database CJSS_&}E N m 0;
nvd.nist.gov \A‘\_' \:}\ Jdl
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OI2 Hot AT EONE

« HOF ATZTEQ|O (security software)
SO| AlF2[E[Ql 2 EQ0f
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© ARIOAM AREot Rle AlREE] S HE S ASA WEA &
« AlR2IE| 38to] fZ|l= ¢ 7|8t B2 (Risk-Based Approach)
- Of) SHOX 8%
Security Objective

— Security Design Guideline

— Security Modeling

— Security Architecture and Design

— Security Code Review

— Security Testing

— Security Tuning

— Security Deployment

. Safety 2t Security 282 M2 MB8}0 H[R 5 QHE| = AL
~ MISRA C H85}0j BE = WOt AL 2|8 7
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Al HI2H0l= AlRdEl 3% 43 )|

Implement Security: Maintain Security:

» Secure Software Design « Threat Intelligence

+  Secure Hardware Design +  Vulnerability and Patch management
« Perform code review * Incident Response

+ Manage third party software

Assess Security:

Perform Functional Testing

Perform Vulnerability Testing
Perform Penetration Testing
Perform Final Cybersecurity Review

Design for Security:
* Formulate Security Objectives
Perform Threat Analysis and Risk Assessment
« Derive Business Security Requirements
* Develop Security Concept

: . Verification & . —
Design >> Implementation > Validation > Maintenance

http://www.cse.chalmers.se/edu/course/DAT300/2018%20
SLIDESNOTES/Chalmers_DAT300_2018-10-10.pdf
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SAE : Society of Automotive Engineers
(O]= ArsAt S4=])

Cybersecurity Guidebook for Cyber
Physical Vehicle System

ISO/SAE 21434 2 T d =

AtSKHOf| A
1) AFO|E{Al2[E] ’éﬁl, 15t= MAHL
AR Z= A2 I-S-OH =

2) M2 E'—|E1E'OP_' S5t AX[L|OE
ZTZMA X1|‘T"3H =

3) *‘|H|ﬁ9f LIS |9|”§|'01| CHSH & St
AX|L|O & “EAﬂ g N3dll &

rr
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e 29 somime |L2322A

HE s=2 ¥ OTA
BIAE HojA

E4 59

2R WY HE

=2oE U HE

AAH FloFd 5T HAE

FESCARD Cybersecurity Engineering
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AL
OLMOIM S8 240
HH 2 M SW AR = M SW
QA 24 QAN + 7] O 24 + Hot QAR 24
Al HE/Z8d 7|8 (SIL4) R E/RY &4
2 H| /=8 7|’ (SIL4) Ao 24
ojy T2 2ojq T2
ag (@Y 7))/ (@A) Alto] AEY
MAE M) A EAM2) MAEM
O 1L T O 1L 7 O 1L 7
B AE =82 LEMOIHAE HOtHAE
SWEH BES SW ot™ EZ SW EHOot EZ (SW
H= (SW Quiality Assurance) (SW Safety Assurance) Security Assurance)
M 7|H Safety Case Security Case

1) Mol ZolE UYL
2) Ao oz LHEA ol
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E’ii‘“._ﬂlﬂ Sl : Secure Software JH&

« Secure Software : E9t0| Z3}l=l AT E QO]
(5, ME|H, Ot M, HOHE0|
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« MISRA-C o] &M

c V
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%F{A—C 2012: Amendment 1

»  MISRA C;2012 0] MISRA 7}O|EZ}QI0|A 8=
A AlTElEl ARE[XE EHotE ARO0l 282 =8

. MISRA Z22)Ql 90| 7}0|E2tQlo| BE 2 A{Q}
oehdg THR 1 g
MISRA C:2012 Amendment 1

Additional security
guidelines for MISRA C:2012

. 0|2} MISRA C 7}0| E2}Q10| HiskA Tp QK|

= ZtO|Ectels 2E0H T Ats 2o FAHS
OHAIE = A= 2E BHE Iz 5= A7 dSliE. =
ot LS H= 57| ol 2| oA ofiE

-« 14749 Aj22 C 2Y E :ISO C Secure 7t0|E2}Q
0N S2AS= AlfelEl 2E £0FS FHE.

« AIRE[E] FHefEDF 20| /s 2" 5 Gle H[O]
E| (untrustworthy data) O 23 =l O|F& X| A2
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I S A0l AZEY 0] 2ot

« Secure Software : HQO| Zot=l AT EQ (F, ME[M, OtHY, EoHH0| HA3tEl AZEQ|N)

« Safety and Security Integrated Engineering

+  MISRA-C
- SWoHEd SHOAM SW eHH Y, 221d S22 Wl

«  SEI CERT C Coding Standard
— ZX7|0f|= SEI CERT C Secure Coding @& A|Zt
SEI CERT - SW EOotY SH0|M SW EobY, Rl SH2 2 Holst= &

C Coding Standard

Rules for Developing Safe, Reliable, and Secure Systems

- ZB0= Ee 2EY HE/AEH2
- ey, Y, oty

—

«  MISRA-C:202X = EHOotH S Zotst= [E EFOF UM oA
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0 26262 L 0l AL

System Definition:

Assets and Features Safety ~ Evaluation

Assessment
; Hazard and
Threat Analysis Risk Analysis
Security R
Objectives SafetylGoals
Security Functional _."
Functional Safety s
Re nts  Requirements Requirements s

Integrated Allocation of requirements to
Approach solution elements

Same Engineering Methods for System-, SW and
HW Development

Integrate useful concepts from Common Criteria for security

specification to achieve an integrated approach with ISO 26262.

® 2015. Vector Consuiting Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. wiww.ves.com VL0 | 2015-05-25

vector”
Proposal from Vector projects: L Part2
Safety and Security Integrated Engineering N

A\ J

Part 5,6

2018 ISO 262620 SW A|7Z|E| o2

202X ISO 26262 0f Safety 2f SecurityE &
T845t= Integrated AMX|L|O{ & 7|8 O 4.

Features vs. Assets
Hazard/Risk Analysis vs. Threat/Risk Analysis
Safety Goal vs. Security Objective (Goal)

Functional Safety Requirement vs Security
Functional Requirement
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HIZJ1240| M2 (BSIMM)

Pl

«  S{Xj= Automotive SPICE &&8F
- HoF 2tE dEHA B
—  ASPICE Ol AFO|H| A|FE|E|2 =7}8te 7 RIs =
+ BSIMM = 2Z9o| CMMI 2 7|2 AT EQOES
Mg (AZ|A + OFRIA + HORA)
*  Building Security in Maturity Model (BSIMM, “bee
simm"2 2 212)
*  BSIMM 2 AZEQ|0 HOto| HiXfj MEHE HHFE.
- 4%lel =ojel
- &2

© MU oEeY

Automotive SPICE®

ISO/IEC IS 15504 and Automotive SPICE®: Process dimension

Management Process Group (MAN)
e mert

<A 0O
=R <E
. WL
- J"E
P g S - 33 R2E
A REU 2 Reuse or
=
- HOHEX Y M
== s o EZ Ol QJAAE
Process reference model and process assessment model published (www automotivespice.com) T X

- AIZEQ i MEBZF7| touchpoints
. OfF|EIX 2AM
« IAL R/
« HOotHAH

— HHE
. HYHAY
. amEQO] B
CHARE L HYY B2
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S o= AHSAH UM 0@ A0 43 2YUX MM =5 7HsT =

[S5] 5= XS4 AN 28 SA0 ERESE= - MAMof HxE REAUS HS
P 2t It+

- POC2016A] & IOk A=At MA QEHS 98t oA o1z q} gty ) US 5-6'5 DI-EI_I RQ_17O Al-?_-l

0| Ot=S
[ —1
SHZdst A HS
sfag = 23
OFS)E A = 235 ol Z1 A olgi =2
y Cifot MEZ 0|85t S{Z = MM YHS
S =t 1 o o O = A
Z32 MR Stm BEALPY SHEQI HIOKChen Yan)2 XLt 10Y B=20f|A{ Y2l POC2016 “Can You Trust Autonomous Vehicle %'I- Ol_l Ol’ O:I _OLZH = t||:|- QkEE O|_| xl OI‘_T'_ xl _—‘T&l 9
s: Contactless Attacks against Sensors of Self-Driving Vehicles"g FH 2 YHE ZIH3HCH
e e
ASFY AHSAH0| AL &0 e Ultrasonic(8EataH) A MMW |0|H S0 Tt AZE U Y 34 Al E3] H| E _E_ <>OI-7|-%-(I5|-7-” %I-
a2t SR tfot A 34 42 s H2UCE S| I X-SK0)| i3 = AR HAES TS A|AH Z=ZH0| 7Hs5HCH
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Security Level

Cyber Resiliency Level ™ tocknern manrin T

gl , Woe== "= Least ‘ Most

T e CRL 1 CRL 2 CRL 3

CRL 4

Visibility Limited Aware Informed Predictive
Cyber Hygiene Basic Routine Risk-based Self-Correcting
Bolted-on Compliance- Threat-based Holistic
based
Test and Evaluation Minimal Standard Integrated Eﬂects-pased
Modeling
Volatile Standardized Modular Evolutionary
Information Sharing Siloed Program Domain Mission Partners

https://www.lockheedmartin.com
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I AHOItH AIS2IE] - UNECE

/The picture below represents the interaction of a vehicle with external
systems and what could be assessed during vehicle certification.

Communication
@ channels
=2 === =4
«Internet of [ == - =i
1
0OEM  Supplier, Neutral
% Server Server Server
Backend Servers
GNSS (-
3
S8
@- .h Infotainment D

T | (e

Radar, ... Bg A Sasena 1 { i
lj SEEEEEEE

@)= @

3
=

External storage devices /
Nomadic devices

“—{{

LQ Grid connection,
Diagnostic/ BD Il _/ incl. smart charging
Maintenance Tools _ ) 5 . .
8 . . 080~ 0On
\ Note: the picture is not a representation of a required vehicle architecture /

https://www.unece.org
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"Those who will be able to
conquer software will be able
to conquer the world.”

-- Tadahiro Sekimoto, president, NEC Corp.
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